
Evaluation Guide  

There’s a suite 
built for your 
needs.

1.	 BlackBerry Spark UEM 
Express Suite

2.	 BlackBerry Spark 
UEM Suite

BlackBerry Spark  
UEM Suites
Where security meets productivity.

All devices welcome
BlackBerry Spark® UEM Suites enable people to be more productive than ever, while securing 
and managing all endpoints. Together with a strong AI and predictive security portfolio, the 
suites enable Zero Trust to meet security team needs, while delivering the experience end 
users crave.
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Intelligence and Analytics	

Dashboard Reporting 	 	

App Analytics 	 	

Deployment and Services	

Cloud 	 	

On-premises 	 	

Hybrid 	 	

Security

Monitored Secure Communication Infrastructure 	 	

FIPS 140-2 Validated Cryptography 	 	

Available PKI and MFA for Secure Mobile Apps 	 	

Active Directory Integration 	 	

Data Encryption 	 	

Enterprise Connectivity 	 	
Common Criteria EAL4+, UK CESG, ASD EPL, DoD STIG 	 	

Mobile Device Management (MDM)

Cross Platform Support * 	 	

Real-Time Tracking 	 	

Single Console 	 	

BYOD 	 	

Jailbreak/Root Detection 	 	

Remote Device Wipe 	 	

Regulated Sector Control 	 	

Mobile Application Management (MAM)

App Containerization 	 	

Unlimited ISV App Deployment 	 	

Unlimited Custom App Deployment 	 	

UEM Express Suite UEM Suite

*iOS®; Android™; Windows® 10; BlackBerry® 10; Samsung Knox™; macOS®; ChromeBook™; Linux® (capabilities vary across platforms).

Software Developer Kit
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UEM Express Suite UEM Suite

Secure Business Productivity	

Unified App Launcher 	 	

Secure Browser 	 	

Secure PIM (Email, Calendar, Contacts) 	 	

Secure Tasks 	 	

Secure Sharing 	 	

Instant Messaging 	 	

Virtual Apps** 	 	

Virtual Desktops** 	 	

Secure Interoperability with Microsoft® Office 365® Mobile Apps 	 	

Secure Notes 	 	

Secure Collaboration 	 	

Create, Edit, and Format Microsoft Office 365 Documents 	 	

Multi-Channel Notification (UEM Notifications) 	 	

Identity and Access Management (IAM) 

Two-Factor Authentication (2FA) 	 	

SSO Enterprise Identity 	 	

Mobile Zero Sign-On (Enterprise Identity) 	 	

Desktop Zero Sign-On (Enterprise Identity) 	 	

Mobile Content Management (MCM)

Tracking for Audit 	 	

Secure External File Sharing 	 	

Watermarking 	 	

Advanced Policy Control 	 	

Offline Control 	 	

Enforced Digital Rights Management (DRM) 	 	

Third-Party Compatibility 	 	

File Locking 	 	

Read Receipts 	 	

E-Signature Support 	 	

Form Fill 	 	

Workspaces API/SDK 	 	

Content Management System(CMS) and File Store Connectors 	 	

Advanced Role Management - Assign User Roles 	 	

Advanced Branding (All Apps, Links and Naming) 	 	

** Access to Web Apps and Intranet Resources (BlackBerry Desktop)
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About BlackBerry 

BlackBerry (NYSE: BB; TSX: BB) provides intelligent security software and services to enterprises 
and governments around the world. The company secures more than 500M endpoints including 
150M cars on the road today. Based in Waterloo, Ontario, the company leverages AI and 
machine learning to deliver innovative solutions in the areas of cybersecurity, safety and data 
privacy solutions, and is a leader in the areas of endpoint security management, encryption, and 
embedded systems. BlackBerry’s vision is clear — to secure a connected future you can trust. 

BlackBerry. Intelligent Security. Everywhere.  

For more information, visit BlackBerry.com and follow @BlackBerry. 

© Trademarks, including but not limited to BLACKBERRY and EMBLEM Design are the trademarks or registered trademarks of 
BlackBerry Limited, and the exclusive rights to such trademarks are expressly reserved. All other trademarks are the property of 
their respective owners. BlackBerry is not responsible for any third-party products or services.

CONTACT US

https://www.facebook.com/BlackBerry/
https://twitter.com/BlackBerry
https://www.linkedin.com/company/blackberry/
https://www.youtube.com/user/BlackBerry

